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1. Background: Differential Privacy

+ Intuition on DP: membership attacks, formalize datasets

+ Definition ((¢,d) —DP). A randomized algorithm A(-) satisfies (¢, §)-differential privacy if,
for all (fixed) neighboring datasets D and D’,

P[A(D) € A] < e*P[A(D’) € A] + 4, for all sets A.
+ Definition ((«, €)-Rényi DP). A randomized algorithm A(-) satisfies («, )-RDP for o > 1 if,
for all (fixed) neighboring datasets D and D’,
dP\“
dQ

D,(A(D) || A(D")) <, where D,(P | Q)

= p— logEq

« Basic properties:
» When a — 400 we recover (¢, 0)-DP
» (a,e)-RDP = for any § > 0, we are (¢’,0)-DP withe’ = ¢ + log(1/d)

a—1
» Fundamental properties:
» Composition: If A, (-) is (o, &, )-RDP and A,(+) is (a, £5)-RDP,
then (A (+), A5(+)) is (a, €1 + €4)-RDP.
» Post-processing: If A(-) is (e, €)-RDP,
then f(A(+)) is (o, €)-RDP for any f.
» Corollary: If f is bijective, then A(-) is (o, )-RDP iff f(A(+)) is (c, €)-RDP.

» Basic example (Additive noise): A : Dataset — R
Mechanism: APY (D) := A(D) + &, &~ N(0,0?)
Goal: choose o to ensure (a, €)-RDP
D, (APY(D) || APT(D')) = Do( N (APY(D),0?) | N(APP(D’),0?))
2

o AP(D)) — AP (D) _ ol AP
N 202 - 202 7
where A(A)= sup |APY(D’)— A P(D)|.
D adj D’
Solution:
o alA)

« Also, Laplace mechanism exists.

« Remark: Classical DP paper: “Differentially Private X”

2. E-Values / Differentially Private E-Values

2.1. Hypothesis testing
+ Definition (E-Value). Random variable E(D) such that

E(D) is nonnegative and H,-E[E(D)] <1.



« Goal: E(D) vy EP? (D), which is (, £)-RDP.
« Mechanism:

EPY(D):= E(D)-e¢ with ELD.
« It’s nonnegative

« Derive the required MGF bound: under H,,
!
E[EPP(D)] =E[E(D)]-E[e*] <Ele*] <1.

+ So we just need:
» Some £ ensuring RDP:

EP?P(D) is (o, ¢)-RDP <= log EP?Y (D) = log EP? (D) — ¢ is (a, €)-RDP
» And satisfying the MGF bound

Ee€] < 1.
+ Log-sensitivity:

Ag(E) = sup_[log (D) —log E(D')|
D adj D’

+ Biased Gaussian mechanism: deriving it:

We know that £ ~ N(u, o' [Alog(E)] 2/25) ensures (o, £)-RDP for any p. So let’s solve for p:
E[e~¢] = e rtalBi(B)]/4e <
= —pu+ a[Alog(E)]Z/éls <0
= A, (E)]" /4e < p

So we get

g'\’ N a[AIOg(E)]2 Oé[Alog(E1)]2
4e ’ 2e '

+ Biased Laplace mechanism: For any o > 1 and € > 0, let
¢ ~ Lap(—log(1—b2 .),b,.),
where

by =1/h ((2a — 1)el@~Ve),

a,e

h (t) e ae(afl)Alog(E)t + (a — 1>efaAlog(E)t7 t 2 07

[0
ifb, . <1.
» Laplace MGF:

ekt

{~Lap(pb) = E[ef]=1—

« Power:



E [l log EDP(D)} =E [l log E(D)} _El
n n n
» Properties:
» Optional continuation: EPY (D, ) and EDY (D,) are («,¢)-RDP =
(EPP(D,), EPP(D,) - EV?(D,)) is (a <)-RDP.
» E-to-p conversion: EPY (D) is (o, ¢)-RDP = 1/EP? (D) also is
» Averaging:
- Independent averaging: EPY (D, ) and ED¥ (D,) are (o, ¢)-RDP = nEPY (D;) + (1 —
n)EYY(D,) is (o, )-RDP for any 7 € [0, 1]
- Dependent averaging: EPY (D) and EPY (D) are (a, ¢)-RDP = nEYY (D) + (1 —
n)EYY (D) is (o, 2¢)-RDP for any 7 € [0, 1]

2.2. Algorithms atop e-values and confidence intervals
+ Core result:
» Assumption. If E,, ..., E; are e-values for nulls Hél), ey Hék), then A(E,, ..., E},) is valid.
» Theorem. Under the assumption, A(EPY, ..., EPT) is valid.

» For confidence intervals, problem: finite k!

« Solution: reduce to finite k.

If each log Ey(D) is locally Lipschitz wrt 6, partition [0, Gsup] into uniform bins, and within
each bin:

log E, (D) > log Ey, (D) — L;|6" — 6,
6; is the midpoint

= Ey (D) 2 Ey (D) e~ L3l =8|

> By (D) e b= =i By (D),

J

> By (D) - e til%7%1) = E, (D).

J

This is an e-value for all 8 in the bin.

3. Concrete e-values
« Mean e-value with Cover’s universal portfolios; [Ajs, Agp] S (—1/(1 —96), ).

1
» Invariance to observations, this is very useful

» Proposition:
Ay (Ey) < max{log(1 + max{A,, (1 —0),—X;0}), —log(1 4+ min{X(1 — ), —A,,0})}
» Proposition:

A
sup
|6+ log E»(D)] < maX{‘l — 7

sup ~ sup

/\inf
1— Ainf(l - ginf)

I

}, for 0 € [Qinf, OSup]

« Conformal e-prediction

C,(x)={y ey : E""(D;s(z,y)) < 1/a}



1 test
EeXCh(D; Stest) — (n + )S

Do S(X, X)) 4 St
» Proposition: If the image of s is in [a, b], then

b/a

Dyog (B™H) <2 ==

To make finite: quantize s so that its image is finite
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