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1. Background: Differential Privacy
• Intuition on DP: membership attacks, formalize datasets

• Definition ((𝜀, 𝛿) −DP). A randomized algorithm 𝒜︀(⋅) satisfies (𝜀, 𝛿)-differential privacy if, 

for all (fixed) neighboring datasets 𝐷 and 𝐷′,

ℙ[𝒜︀(𝐷) ∈ 𝐴] ≤ 𝑒𝜀ℙ[𝒜︀(𝐷′) ∈ 𝐴] + 𝛿, for all sets 𝐴.

• Definition ((𝛼, 𝜀)-Rényi DP). A randomized algorithm 𝒜︀(⋅) satisfies (𝛼, 𝜀)-RDP for 𝛼 > 1 if, 

for all (fixed) neighboring datasets 𝐷 and 𝐷′,

𝐷𝛼(𝒜︀(𝐷) ‖ 𝒜︀(𝐷′)) ≤ 𝜀, where 𝐷𝛼(𝑃 ‖ 𝑄) ≔ 1
𝛼 − 1

log 𝔼𝑄[(d𝑃
d𝑄

)
𝛼

].

• Basic properties:

‣ When 𝛼 → +∞ we recover (𝜀, 0)-DP

‣ (𝛼, 𝜀)-RDP ⟹ for any 𝛿 > 0, we are (𝜀′, 𝛿)-DP with 𝜀′ = 𝜀 + log(1/𝛿)
𝛼−1 .

• Fundamental properties:

‣ Composition: If 𝒜︀1(⋅) is (𝛼, 𝜀1)-RDP and 𝒜︀2(⋅) is (𝛼, 𝜀2)-RDP,

then (𝒜︀1(⋅), 𝒜︀2(⋅)) is (𝛼, 𝜀1 + 𝜀2)-RDP.

‣ Post-processing: If 𝒜︀(⋅) is (𝛼, 𝜀)-RDP,

then 𝑓(𝒜︀(⋅)) is (𝛼, 𝜀)-RDP for any 𝑓 .

‣ Corollary: If 𝑓  is bijective, then 𝒜︀(⋅) is (𝛼, 𝜀)-RDP iff 𝑓(𝒜︀(⋅)) is (𝛼, 𝜀)-RDP.

• Basic example (Additive noise): 𝒜︀ : Dataset → ℝ
Mechanism: 𝒜︀DP(𝐷) ≔ 𝒜︀(𝐷) + 𝜉, 𝜉 ∼ 𝒩︀(0, 𝜎2)
Goal: choose 𝜎2 to ensure (𝛼, 𝜀)-RDP

𝐷𝛼(𝒜︀DP(𝐷) ‖ 𝒜︀DP(𝐷′)) = 𝐷𝛼(𝒩︀(𝒜︀DP(𝐷), 𝜎2) ‖ 𝒩︀(𝒜︀DP(𝐷′), 𝜎2))

=
𝛼|𝒜︀DP(𝐷′) − 𝒜︀DP(𝐷)|2

2𝜎2 ≤ 𝛼[Δ(𝒜︀)]2

2𝜎2 ,

where Δ(𝒜︀) = sup
𝐷 adj 𝐷′

|𝒜︀DP(𝐷′) − 𝒜︀DP(𝐷)|.

Solution:

𝜎2 = 𝛼[Δ(𝒜︀)]2

2𝜀
.

• Also, Laplace mechanism exists.

• Remark: Classical DP paper: “Differentially Private X”

2. E-Values / Differentially Private E-Values

2.1. Hypothesis testing
• Definition (E-Value). Random variable 𝐸(𝐷) such that

𝐸(𝐷) is nonnegative and 𝐻0 ⊢ 𝔼[𝐸(𝐷)] ≤ 1.
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• Goal: 𝐸(𝐷) ⟿ 𝐸DP(𝐷), which is (𝛼, 𝜀)-RDP.

• Mechanism:

𝐸DP(𝐷) ≔ 𝐸(𝐷) ⋅ 𝑒−𝜉 with 𝜉 ⟂⟂ 𝐷.

• It’s nonnegative

• Derive the required MGF bound: under 𝐻0,

𝔼[𝐸DP(𝐷)] = 𝔼[𝐸(𝐷)] ⋅ 𝔼[𝑒−𝜉] ≤ 𝔼[𝑒−𝜉] ≤
!

1.

• So we just need:

‣ Some 𝜉 ensuring RDP:

𝐸DP(𝐷) is (𝛼, 𝜀)-RDP ⟺ log 𝐸DP(𝐷) = log 𝐸DP(𝐷) − 𝜉 is (𝛼, 𝜀)-RDP
‣ And satisfying the MGF bound

𝔼[𝑒−𝜉] ≤ 1.

• Log-sensitivity:

Δlog(𝐸) ≔ sup
𝐷 adj 𝐷′

|log 𝐸(𝐷) − log 𝐸(𝐷′)|

• Biased Gaussian mechanism: deriving it:

We know that 𝜉 ∼ 𝒩︀(𝜇, 𝛼[Δlog(𝐸)]2/2𝜀) ensures (𝛼, 𝜀)-RDP for any 𝜇. So let’s solve for 𝜇:

𝔼[𝑒−𝜉] = 𝑒−𝜇+𝛼[Δlog(𝐸)]2/4𝜀 ≤ 1

⟺ −𝜇 + 𝛼[Δlog(𝐸)]2/4𝜀 ≤ 0

⟺ 𝛼[Δlog(𝐸)]2/4𝜀 ≤ 𝜇

So we get

𝜉 ∼ 𝒩︀
(


𝛼[Δlog(𝐸)]2

4𝜀
,
𝛼[Δlog(𝐸)]2

2𝜀 )
.

• Biased Laplace mechanism: For any 𝛼 > 1 and 𝜀 > 0, let

𝜉 ∼ Lap(− log(1 − 𝑏2
𝛼,𝜀), 𝑏𝛼,𝜀),

where

𝑏𝛼,𝜀 = 1/𝒉−1
𝛼 ((2𝛼 − 1)𝑒(𝛼−1)𝜀),

𝒉𝛼(𝑡) = 𝛼𝑒(𝛼−1)Δlog(𝐸)𝑡 + (𝛼 − 1)𝑒−𝛼Δlog(𝐸)𝑡, 𝑡 ≥ 0,

if 𝑏𝛼,𝜀 < 1.

‣ Laplace MGF:

𝜉 ∼ Lap(𝜇, 𝑏) ⟹ 𝔼[𝑒𝑡𝜉] = 𝑒𝜇𝑡

1 − 𝑏2𝑡2
for |𝑡| ≤ 1/𝑏.

• Power:
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𝔼[1
𝑛

log 𝐸DP(𝐷)] = 𝔼[1
𝑛

log 𝐸(𝐷)] − 𝔼[𝜉]
𝑛

• Properties:

‣ Optional continuation: 𝐸DP
1 (𝐷1) and 𝐸DP

2 (𝐷2) are (𝛼, 𝜀)-RDP ⟹ 

(𝐸DP
1 (𝐷1), 𝐸DP

1 (𝐷1) ⋅ 𝐸DP
2 (𝐷2)) is (𝛼, 𝜀)-RDP.

‣ E-to-p conversion: 𝐸DP(𝐷) is (𝛼, 𝜀)-RDP ⟹ 1/𝐸DP(𝐷) also is

‣ Averaging:

– Independent averaging: 𝐸DP
1 (𝐷1) and 𝐸DP

2 (𝐷2) are (𝛼, 𝜀)-RDP ⟹ 𝜂𝐸DP
1 (𝐷1) + (1 −

𝜂)𝐸DP
2 (𝐷2) is (𝛼, 𝜀)-RDP for any 𝜂 ∈ [0, 1]

– Dependent averaging: 𝐸DP
1 (𝐷) and 𝐸DP

2 (𝐷) are (𝛼, 𝜀)-RDP ⟹ 𝜂𝐸DP
1 (𝐷) + (1 −

𝜂)𝐸DP
2 (𝐷) is (𝛼, 2𝜀)-RDP for any 𝜂 ∈ [0, 1]

2.2. Algorithms atop e-values and confidence intervals
• Core result:

‣ Assumption. If 𝐸1, …, 𝐸𝑘 are e-values for nulls 𝐻(1)
0 , …, 𝐻(𝑘)

0 , then 𝒜︀(𝐸1, …, 𝐸𝑘) is valid.

‣ Theorem. Under the assumption, 𝒜︀(𝐸DP
1 , …, 𝐸DP

𝑘 ) is valid.

• For confidence intervals, problem: finite 𝑘!

• Solution: reduce to finite 𝑘.

If each log 𝐸𝜃(𝐷) is locally Lipschitz wrt 𝜃, partition [𝜃inf, 𝜃sup] into uniform bins, and within 

each bin:

log 𝐸𝜃′(𝐷) ≥ log 𝐸𝜃𝑗⏟
𝜃𝑗 is the midpoint

(𝐷) − 𝐿𝑗|𝜃′ − 𝜃𝑗|

⟹ 𝐸𝜃′(𝐷) ≥ 𝐸𝜃𝑗
(𝐷) ⋅ 𝑒−𝐿𝑗|𝜃′−𝜃𝑗|

≥ 𝐸𝜃𝑗
(𝐷) ⋅ 𝑒−𝐿𝑗

𝑎𝑗−𝑎𝑗−1
2 ≕ 𝐸𝜃𝑗

(𝐷).

≥ 𝐸𝜃𝑗
(𝐷) ⋅ 𝑒−𝐿𝑗(𝑎𝑗−𝑎𝑗−1) ≕ 𝐸𝜃𝑗

(𝐷).

This is an e-value for all 𝜃 in the bin.

3. Concrete e-values
• Mean e-value with Cover’s universal portfolios; [𝜆inf, 𝜆sup] ⊊ (−1/(1 − 𝜃), 1

𝜃).

‣ Invariance to observations, this is very useful

‣ Proposition:

Δlog(𝐸𝜃) ≤ max{log(1 + max{𝜆sup(1 − 𝜃), −𝜆inf𝜃}), − log(1 + min{𝜆inf(1 − 𝜃), −𝜆sup𝜃})}.

‣ Proposition:

‖𝜃 ↦ log 𝐸𝜃(𝐷)‖Lip ≤ max{|
𝜆sup

1 − 𝜆sup𝜃sup
|, | 𝜆inf

1 − 𝜆inf(1 − 𝜃inf)
|}, for 𝜃 ∈ [𝜃inf, 𝜃sup]

• Conformal e-prediction

𝐶𝛼(𝑥) = {𝑦 ∈ 𝒴︀ : 𝐸exch(𝐷; 𝑠(𝑥, 𝑦)) < 1/𝛼}
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𝐸exch(𝐷; 𝑆test) = (𝑛 + 1)𝑆test

∑𝑛
𝑖=1 𝑠(𝑋𝑖, 𝑌𝑖) + 𝑆test

‣ Proposition: If the image of 𝑠 is in [𝑎, 𝑏], then

Δlog(𝐸exch) ≤ 2 ⋅ 𝑏/𝑎
𝑛 + 1

.

To make finite: quantize 𝑠 so that its image is finite
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